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Wireless Networking

Wireless Networking (Wi-Fi)
— Intreduction and Benefits ;™
— WireleSs Devic [7
<Odnideratiops

— Standards

— Advice

Bluetooth

Ethernet over Mains
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And Questions?
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Introduction

Use of Radio Frequency to conne__c_t\
devices in a LAN ry/AN topolodyy 1
I_E_th_e_rr_]ﬁzge s;}e;/j |
Low.costsollitions.

Multiple standards and speeds
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Benefits

Increased Mobility

Simple and Flex/t77 I/ﬁstallatior:ﬁ‘.;_-f}
SSRW ]

No-heed for. wiring

Ideal for listed buildings or private homes
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Wireless Devices

Wireless APs (Access Points)

N

Coni eg\t\\/ﬁ@le%/c%Jrﬂt;;o Vthe ai:ed
v

netwotk:via Aistahdard ethernet port.
Supply limited Access Control
Seamless roaming (Vendor specific)
Act as ethernet Bridges
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Wireless Devices...

Station Adapters \
L . "T S
*.Conne chhw]e/& P

. Orban Suppdrt ad-hoc mode

» Can be PCI, PCMCIA or USB
 Support different levels of encryption
» Can connect external aerial
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Wireless Devices...

Soho Wireless Routers

1} 1 1)
. AWIK SSAP, Jqub/n'ed with aletwork
hub Or'sw tch firewall; NAT and broadband
router

» Excellent value
» Space saving
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Wireless Devices...

Appliances

e

ereless enabled PDA
Wireless enabled Mobile phone
Wireless Sony Dog
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Considerations

Range: \
+ One of the mostimpartant fact s‘r 23}

-and a\on If(]a'muchg ater range
ou‘tﬂ%%.\- Y

Limited to 200-650ft indoors.

Affected by interference from microwaves
and other RF devices.

Interference hysical structures.
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Considerations...

Throughput: :

» Not as good as d LAN <A1}

. SpeKd beweezm B and 54Mb
V\7|re[ess iS'shared Ethernet

» Encryption increases overhead

Considerations...

Integrity:

» Generally stabl o,f_,eomm

. Pro e S eqcojrf d with roaming

. Aimospherlc problems

» Not as reliable as conventional Ethernet
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Considerations...

Interoperability:

- Wi-Fi'Standard ﬁmake thig 8asie
~JEEE gu21q stjrﬁf

V\70rks like¥a Wired network due to the
devices transparent protocol.

» Encryption Problems

.
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Considerations...

Scalability: N
» Can be extremely. jple sof quﬁj‘
o Limi eth\Pim f J of each other

. BTeedlng Pbetween channels
* Roaming can extend networks

Considerations...

Simple installation:

- Need'very little% r‘f\atlon
“.Rlu a plqy pE'E/

> Dlagnostlc tools provided

» However there are some golden rules...

.
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Considerations...

Security: . \
. S,
» WEP Encryptio nough (Silveror 3 )
Gold), 7 ? !

VPN}\\olbgy such as PPTP has been
cracked.

+ MAC Addresses can be spoofed
» ESSIDs can be found

Considerations...

Safety: N
Output power of; vzlrr’ess syste 1S

low. an ch I S h a mobilé phohe.

Very\tt xﬁosure to'RF due to the nature
of the rapidly fading radio waves.

Wireless equipment must meet
government and industry regulations for

safety.
A
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Standards

802.11legacy

» Original Wi-Fi st d releasedllm
°.1 or% ISEC /773/

- IRF 4éhz

» Dropped in favour of 802.11b

.
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Standards...

802.11b : \
, -A--I_‘{"\'.“-\-_j-‘
+ Range of about ires ' 13}
Upto.8km(120 T € of Sight

I\/TaX|mum throughput of 11 Mb/sec
On average 5.5Mb/sec

Runs in the 2.4Ghz spectrum
Shared medium

.
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Standards...

802.11a

+ Released in 20 . 1-1 11}
MaxK ’thou i{ (Bf 54Mb/s

Range: I|m|ted‘
Runs'in the 5Ghz spectrum
Not widely adopted

.
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Standards...
802.11g
» Released in Jun ' e 1} 11}
Maxn\ ‘thouéB éf 54 or 22 Mb/sec
Fuﬂy backwards compatible

Operates in the 2.4Ghz spectrum
Most widespread now

.
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Standards...

802.11n \
In January 2004, upeed né stan
for er Iess net Z%

T00Mb/SS, |

Better operating distances
Standardization in 2005

.
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Advice

802.11b is very cheap now N

802.11g useful fj) fater banayr ot )
R / ? |

Usey\VE\ i

UseMAC address limiting

Check logs

Paranoid people can use IPSec
Use the same vendors equipment

.

Advice...

Ask for advice from members of DAR
Try and test Wi= }; ess in yo l'o;:atlon\

Puchbs\da\So iFRi router |f ou have
bread

Don’'t buy a USB adaptor
Use PCMCIA or built in Wi-Fi

.
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Bluetooth

Designed to allow low bandwidth w
communlcatlons efiween deV| NI
Prlmarl moblle p € industry

but~£fsd g?gn of home appliances.

Range of about 10M at 1Mb/sec.
Operates in the 2.4Ghz spectrum.
USB dongles or built into laptops

A,,

Ethernet over Mains
Maximum 14Mb/sec transfer speed

56:bit'DES encrypti rﬂ 20 Q "'"{1
Plug\and\PL\y T£ZI’{O logy

Does:not'work across phases or between
consumer units

Quite an expensive solution

.
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